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work in runtime, i.e. during operating system functioning. Feature highlights:

o NVRAM namespaces, allowing to isolate operating systems from accessing select variables (e.g. RequestBootVarRouting
or ProtectSecureBoot).

e Read-only and write-only NVRAM variables, enhancing the security of OpenCore, Lilu, and Lilu plugins, such as
VirtualSMC, which implements AuthRestart support.

o NVRAM isolation, allowing to protect all variables from being written from an untrusted operating system (e.g.
DisableVariableWrite).

o UEFI Runtime Services memory protection management to workaround read-only mapping (e.g. EnableWriteUnprotector).

11.6 OpenLinuxBoot
Qpeﬁl.—:bl‘ﬁﬁBee% O eanuxBoot is an OpenCore plugin 1mplement1ng OC _BOOT_ENTRY_PROTOCOL. It éebeets—&ﬂekbee%s

Usage is as follows:

. &%@&WM&&W&M* confiso %@wmf autrel
it ed-in e el h-ars-Ce ore is-OpenLinuxBoot is
Wm
o Add OpenLinuxBootextracts—all—ariables—from—{boot}/grub2/grubenv and-any uncenditionally set
variables—frem—. efi and also typically (see below) fhooti/grub2/grubextd_x64.cfg—Thishasproved
sufficient—in practice—to—extract—the requiredvariables—seensofar—indistros—which—use—this
GRUB-specificfeatures—efi to your config.plist Drivers section.
* Make sure RequestBootVarRouting and LauncherQption are cnabled in config.plist; it is also recommended
to enable HideAuxiliary in order to hide older Linux kernels except when required (they are added as auxiliary

entries and so may then be shown by pressing the Spacebar key in the OpenCore boot menu).

¢ Reboot into OpenCore: the installed Linux distribution should just appear and boot directly from OpenCore
when selected, which it does without chainloading via GRUB.

fO enCore has alread been manually set u to boot Linux, e.g. via Blessterrlde (wwm
settings may be removed so that the Linux distribution is not dlS layed twice in the boot menu.

&F&heﬁ&me%ﬂﬁe%}eeede—ﬁe% It is recommended to 1nstall Lmux w1th its default bootloader even thou h thls W111 not

be actively used when booting via OpenLinuxBoot. This is because OpenLinuxBoot has to detect the correct kernel
options to usesystemd-boet-as-their-bootloader)—

%h&spae&keyﬁpfesseé and does so b lookln in ﬁles left b the default bootloade IM@MM
or these options cannot be found) booting is still possible, but the correct boot options must be manually specified

before OpenLinuxBoot will attempt to start the distro.

Note—+—BpenkinuxBoot OpenLinuxBoot typically requires filesystem drivers that may—noet—-be-are not available in

firmware, such as EXT4 and BTRFS drivers. These drivers can be obtained from external sources. Drivers tested
in basic scenarios can be downloaded from OcBinaryData. Be aware that these drivers are neithernot tested for
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reliability in all scenarious, nor underwent-any-did they undergo tamper-resistance testing, therefore have-they may
carry potential security or data-loss risks.

Most Llnux

dlstros require the ext4 _x64 tb—ﬁ@l—Hl—d—Hy

b@%ﬂ}eﬂﬂ t de ends on the filesystem of the boot partition of the 1nstalled distro, and on what ﬁlesystems are alread
supported by the system’s firmware. LVM is not currently supported - this is because it is not believed that there is
currently a stand-alone UEFI LVM filesystem driver.

Note——Be aware of the SyncRuntimePermissions quirk, which may need to be set to avoid early boot failure
(fre—halts—with-typically halting with a black screen) of the Linux kernel, due to a firmware bug of some firmware

released after 2017. When present and not mitigated by this quirk, this affects booting via OpenCore with or without
OpenLinuxBoot.

After installing OpenLinuxBoot, it is recommended to compare the Linux boot options (shown with cat /proc/cmdline
seen when booting via OpenLinuxBoot and via the distro’s original bootloader. If the default bootloader is GRUB
expect the options generated by OpenLinuxBoot not to contain a BOOT_IMAGE=... value where the GRUB options

do, and to contain an initrd=... value while the GRUB options do not. All remaining options should match
option order does not matter) — perhaps excluding less important graphics handover options (such as in the Ubuntu

example given in autoopts below). If they do not, it is recommended to manually add the missing options, e.g. with

installed distros, if only one distro is in use).

If using OpenLinuxBoot with Secure Boot, users may wish to use the shim-to-cert.tool included in OpenCore
utilities, which can be used to extract the required public key to validate a distro’s kernels directly, rather than via
shim. For non-GRUB distros, the required public key must be found by user research.

11.6.1 Configuration

The default parameter values should work well with no changes under most circumstances, but if yeuw—sneed—te
parameterise-this-driverrequired the following options for the driver may be specified in UEFI/Drivers/Arguments:

o flags - Default: all flags except LINUX_BOOT_ADD_DEBUG_INFO and LINUX BOOT_LOG_VERBOSE are set.
Available flags are:

— 0x00000001 (bit 0) — LINUX_BOOT_SCAN_ESP, Allows scanning for entries on EFI System Partition.

— 0x00000002 (bit 1) — LINUX_BOOT_SCAN_XBOOTLDR, Allows scanning for entries on Extended Boot Loader
Partition.

— 0x00000004 (bit 2) — LINUX_BOOT_SCAN_LINUX_ROOT, Allows scanning for entries on Linux Root filesystems.

— 0x00000008 (bit 3) — LINUX_BOOT_SCAN_LINUX_DATA, Allows scanning for entries on Linux Data filesystems.

— 0x00000080 (bit 7) — LINUX_BOOT_SCAN_OTHER, Allows scanning for entries on file systems not matched by
any of the above.

The following notes apply to all of the above options:
Note 1: Apple filesystems APFS and HFS are never scanned.
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Note 2: Regardless of the above flags, a file system must first be allowed by Misc/Security/ScanPolicy
before it can be seen by 8peakinuxBeot OpenLinuxBoot or any other 0C_BOOT_ENTRY_PROTOCOL driver.

Note 3: It is recommended to enable scanning LINUX_ROOT and LINUX_DATA in both BpenkinuxBeet
OpenLinuxBoot flags and Misc/Security/ScanPolicy in order to be sure to detect all valid Linux installs,_
since Linux boot filesystems are very often marked as LINUX DATA.

— 0x00000100 (bit 8) — LINUX_BOOT_ALLOW_AUTODETECT, If set allows autodetecting and linking vmlinuz*
and init* ramdisk files when loader/entries files are not found.

— 0x00000200 (bit 9) — LINUX_BOOT_USE_LATEST, When a Linux entry generated by 8peabinuxBoet OpenLinuxBoot

is selected as the default boot entry in OpenCore, automatically switch to the latest kernel when a new
version is installed.

When this option is set, an internal menu entry id is shared between kernel versions from the same install of
Linux. Linux boot options are always sorted highest kernel version first, so this means that the latest kernel
version of the same install always shows as the default, with this option set.

Note: This option is recommended on all systems.

— 0x00000400 (bit 10) — LINUX_BOOT_ADD_RO, This option applies to autodetected Linux only (i.e. to Debian-
style distrubutions, not to BLSpec and Fedora-style distributions with /loader/entries/*.conf files).
Some distrubtions run a filesystem check on loading which requires the root filesystem to initially be mounted
read-only via the ro kernel option. Set this bit to add this option on autodetected distros; should be harmless
but very slightly slow down boot time (due to requried remount as read-write) on distros which do not
require it. To specify this option for specific distros only, use partuuidopts:{partuuid}+=ro instead of
this flag.
in combination with ostree, the /loader/entries/*.conf files do not specify a required root=. .. kernel
option _ it is added by GRUB. If this bit is set and this situation is detected, then automatically add this
option. (Required for example by Endless OS.)

— 0x00004000 (bit 14) — LINUX_BOOT_LOG_VERBOSE, Add additional debug log info about files encountered
and autodetect options added while scanning for Linux boot entries.

— 0x00008000 (bit 15) — LINUX_BOOT_ADD_DEBUG_INFO, Adds a human readable file system type, followed
by the first eight characters of the partition’s unique partition uuid, to each generated entry name. Can help
with debugging the origin of entries generated by the driver when there are multiple Linux installs on one
system.

Flag values can be specified in hexadecimal beginning with 0x or in decimal, e.g. £1ags=0x80 or flags=128.
partuuidopts:{partuuid} [+]="{options}" - Default: not set.

Allows specifying kernel options for a given partition only. If specified with += then these are used in addition to
autodetected options, if specified with = they are used instead. Used for autodetected Linux only. Values specified
here are never used for entries created from /loader/entries/*.conf files.

Note: The partuuid value to be specified here is typically the same as the PARTUUID seen in root=PARTUUID=. ..
in the Linux kernel boot options (view using cat /proc/cmdline) for autodetected Debian-style distros, but is
NOT-not the same for Fedora-style distros booted from /loader/entries/*.conf files.

Typically yeushould-notneed-this-eption-this option should not be needed in the latter case, but in case you
deit_is, to find out the unique partition uuid to use ;-look for LNX: entries in the OpenCore debug log file.

Alternatively, and for more advanced scenarios, you—may—wish-it is possible to examine how yeur—drives-the
distro’s partitions are mounted using the Linux mount command, and then find out the partuuid of relevant
mounted drives-partitions by examining the output of 1s -1 /dev/disk/by-partuuid.

autoopts [+]="{options}" - Default: None specified. The kernel options to use for autodetected Linux only.
The value here is never used for entries created from /loader/entries/*.conf files. partuuidopts may be
more suitable where there are multiple distros, but autoopts with no PARTUUID required is more convenient
for just one distro. If specified with += then these are used in addition to autodetected options, if specified with
= they are used instead. As example usage, it is possible to use += format to add a vt.handoff options, such
as autopts+="vt.handoff=7" or autopts+="vt.handoff=3" (check cat /proc/cmdline when booted via your
existing bootloader) on Ubuntu and related distros, in order to add the vt.handoff option to the auto-detected
GRUB defaults, and avoid a flash of text showing before the distro splash screen.
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11.6.2 Additional information

OpenLinuxBoot can detect the loader/entries/*.conf files created according to the Boot Loader Specification or
the closely related [systemd BootLoaderSpecByDefault. The former is specific to systemd-boot and is used by Arch
Linux, the latter applies to most Fedora-related distros including Fedora itself, RHEL and variants.

Where the above files are not present O eanuxBoot can autodetect and boot {boot}/ vmllnuz* kernel files directly.

It links these automaticall -
W‘f@%@@%%ﬁwmw M}i

lies to most Debian-related distros, including Debian itself, Ubuntu and variants.
When autodetectm 0 eanuxBoot looks in aﬁ%eep%s—epeﬂ&nu*Bee% wa&&—ﬂet—s%afva—d&s%re—uﬁ}ess—ﬂe

aii G ome O d O W i ROPe W O—C

epﬁeﬂs—afe—a«faﬁab}e‘/etc/default/ rub for kernel boot options and /etc/os release W@N

BootLoaderSpecByDefault (but not pure Boot Loader Specification) can expand GRUB variables in the . conf files
and this is used in practice in certain distros such as CentOS. In order to handle this correctly, when this situation is
detected OpenLinuxBoot extracts all variables from {boot}/grub2/grubenv and also any unconditionally set variables
from {boot}/grub2/grub.cfg, and then expands these where required in *.conf file entries.

The only currently supported method of starting Linux kernels relies on their being compiled with EFISTUB. This
applies to almost all modern distros, particularly those which use systemd. Note that most modern distros use systemd
as their system manager, even though most do not use systemd-boot as their bootloader.

systemd-boot users (probably almost exclusively Arch Linux users) should be aware that OpenLinuxBoot does not
ort the systemd-boot—specific Boot Loader Interface; therefore efibootmgr rather than bootctl must be used for

any low-level Linux command line interaction with the ﬁseﬁw}}ﬁeeé%eﬁpee}fy%h&eeﬂeekepﬁeﬁs&\%p&mmdep%s

ﬁrf@m&ﬁ@ﬁﬁbeﬂt—w%mt—xmfeﬁﬂd—m

11.7 Properties

1. APFS
Type: plist dict
Failsafe: None
Description: Provide APFS support as configured in the APFS Properties section below.

2. Audio
Type: plist dict
Failsafe: None
Description: Configure audio backend support described in the Audio Properties section below.

Audio support provides a way for upstream protocols to interact with the selected hardware and audio resources.
All audio resources should reside in \EFI\OC\Resources\Audio directory. Currently the supported audio file
formats are MP3 and WAVE PCM. While it is driver-dependent which audio stream format is supported, most
common audio cards support 16-bit signed stereo audio at 44100 or 48000 Hz.

Audio file path is determined by audio type, audio localisation, and audio path. Each filename looks as follows:
[audio type]_[audio localisation]_[audio path].[audio ext]. For unlocalised files filename does not
include the language code and looks as follows: [audio type]_[audio path].[audio ext]. Audio extension
can either be mp3 or wav.

¢ Audio type can be OCEFIAudio for OpenCore audio files or AXEFTAudio for macOS bootloader audio files.
o Audio localisation is a two letter language code (e.g. en) with an exception for Chinese, Spanish, and
Portuguese. Refer to APPLE_VOICE_OVER_LANGUAGE_CODE definition for the list of all supported localisations.
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